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AGENDA

Welcome and Introduction

Nation State Threat Actors

Ransomware and Ransomware Cyber Vaccines 

Financial Crime 

Techniques, Tactics and Procedures

Prevention and protection tips

Questions
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Connect With Us

@LIFARSLLC

OndrejKrehel

WWW.LIFARS.com

212-222-7061

Ondrej Krehel, PhD
CEO/Founder CISSP, CEH, CEI, EnCE

LIFARS LLC

ABOUT US

http://www.lifars.com/
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LIFARS SUCCESS STORIES
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LIFARS SUCCESS STORIES
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“Let There Be Code”

LET THERE BY CODE
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How Expensive Hacking for Hire is
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ADVANCED PERSISTENT THREAT



Page© 2019 LIFARS, LLC All Rights Reserved www.lifars.com 9

APT41 Case Study

When a nation-
state actor becomes 
a cybercriminal (and 
vice-versa).

https://lifars.com/?s=nation+state
https://lifars.com/?s=cybercriminal
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APT41

Vulnerabilities exploited to gain access

Citrix Netscaler/ADC CVE-2019-19781

Zoho ManagedEngine CVE-2020-10189

Cisco Routers CVE-2019-1653 and CVE-2019-1652

Cobalt Strike used for beacons

Microsoft BITSAdmind commandline used download install.bat 

file

Almost any industry have been probed, and seems more like a 

scan and exploitation effort

Threat Actor all about exfiltration of data

LIFARS developed Voltaire/Voila https://github.com/Lifars

https://support.citrix.com/article/CTX267027
https://nvd.nist.gov/vuln/detail/CVE-2020-10189
https://nvd.nist.gov/vuln/detail/CVE-2019-1653
https://nvd.nist.gov/vuln/detail/CVE-2019-1652
https://github.com/Lifars
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Financial Crime FIN6

Initial vectors are often Citrix and remote access 

applications, threat actor signs in as a regular user

Privilege escalation follows

Vulnerability CVE-2020-0787

Data exfiltration and ransomware

LockerGoga and Ryuk

Powershell downloaders

hxxps://pastebin[.]com/raw/HPpvY00Q

Payloads are low in the size

Exampe 7 kB on pastebin above
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FIN6 HttpsStagers
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FIN6 Attack Graph
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FIN6 beacon example
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RANSOMWARE



Page© 2019 LIFARS, LLC All Rights Reserved www.lifars.com 16

HOW DO YOU GET INFECTED

Phishing

Victims receive malicious Word, Excel, or PowerPoint documents as attachments

Victims receive malicious links that download and execute code on systems

Exploit

More sophisticated actors, actively search for and abuse vulnerabilities in common desktop applications 

such as Internet browsers, Adobe Acrobat, etc. 

External Devices and Third Parties

Unmanaged or foreign devices plugged into corporate systems or network without being scanned
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PRIMARY PREVENTION METHODS

Comprehensive Business Continuity Program

Offline backups not connected to the Enterprise

Consistent testing of restores from backups

Access Control

Controlled environment for granting access and quickly detecting changes to corporate systems

Endpoint and Network Behavior Detection

Monitoring and active management of systems to seek behavior of ransomware

Blocking of known and potentially malicious software, downloads, and network traffic
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RYUK Ransomware
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Ransomware and COVID-19

15
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BitPaymer and DoppelPaymer
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BitPaymer
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Cyber Vaccine



Page© 2019 LIFARS, LLC All Rights Reserved www.lifars.com 24

Cyber Vaccine
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Cyber Vaccine
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Cyber Vaccine
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Cyber Vaccine



Page© 2019 LIFARS, LLC All Rights Reserved www.lifars.com

Ryuk

28
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Ryuk

29

Sequence of attack:

1.To gain initial access, the attacker can either go through the RDP or implement 

phishing tactics.

2.Once accessed, the attacker uses Trickbot, Mimikatze and other software to 

acquire credentials of employees higher up in the company.

3.This allows attackers to survey the network and locate valuable information for a 

large ransom. That is because the targeted information is needed for the company to 

function.

4.Then, the attackers use PsExec to add a batch script to all targeted machines. 

Following this, PsExec is used to copy the Ryuk binary onto the Root directory of the 

targeted machines. Thus, creating a new service to launch the Ryuk binary and start 

the attack.

5.This starts the process for Ryuk to encrypt files on infected machines, which then 

displays the ransom note from the attacker
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xDedic – Buy and Sell Hacked Companies
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▪ Underground marketplace which 
facilitates the selling & purchasing of 
RDP servers

▪ Has tech support, custom tools, 
“friendly admins”

▪ Scam protection 

▪ Over 70,000 servers available for 
sale

▪ From governments to corporations, 
ISPs, telcos, universities and more
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xDedic – REAL CASES
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ASSESSMENT TOOLS

How do you know that you are hacked?

What to do when you or your company is hacked? 

How does one recover and remediate situation?

Do you have the right tools to minimize your cyber risk? 
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HOW DO YOU KNOW WHEN YOU ARE HACKED?

“Hackers made Iran’s nuclear 
computers blast AC/DC”

THE VERGE / August 7, 2014
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WHAT SHOULD YOU DO WHEN YOU ARE HACKED?
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HOW TO REMEDIATE
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DO YOU HAVE THE RIGHT TOOLS TO MINIMIZE YOUR CYBER RISK

Protect

DetectAnalyze

Respond

Security Assessment Program

Penetration Testing

Threat Assessment Test

Managed Response and Security

Threat Intelligence and Monitoring
Advisory and Training

Security Awareness Training

Incident Response Plan

Ransomware Forensics

Digital Forensics
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SUMMARY

Create a Zero Trust Zone

Develop Trusted Partner Relationships:  Vendors & Law Enforcement

Ransomware Forensics

Complete Cyber Extortion Solution

Ask Experts – Readiness Assessment

Think about Low Probability Options with High Impact

Constant Education, Training, & Practice

Recovery Plan

Unknown Unknowns
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SUBSCRIBE TO OUR NEWSLETTER
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Resources
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 U.S. Secret Service Electronic Crimes Task Forces

https://www.secretservice.gov/investigation/

 Internet Crimes Complaint Center (IC3)

https://www.ic3.gov/default.aspx

 United States Computer Emergency Readiness Team (US-CERT)

https://www.us-cert.gov/

 National Cyber Security Alliance (NCSA)

https://staysafeonline.org/

 European Cybercrime Centre 

https://www.europol.europa.eu/about-europol/european-cybercrime-centre-ec3

 LIFARS blog and Newsletter

https://lifars.com/cyber-news/ and https://lifars.com/blog/

https://www.secretservice.gov/investigation/
https://www.ic3.gov/default.aspx
https://www.us-cert.gov/
https://staysafeonline.org/
https://www.europol.europa.eu/about-europol/european-cybercrime-centre-ec3
https://lifars.com/cyber-news/
https://lifars.com/blog/
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THANK YOU

QUESTIONS?

www.LIFARS.comLIFARS, LLC All Rights Reserved


